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ABSTRACT Due to the fast-paced development of technology, the software has become a crucial aspect 

of modern life, facilitating the operation and management of hardware devices. Nevertheless, using 

substandard software can result in severe complications for users, putting human lives at risk. This 

underscores the significance of error-free and premium-quality software. Verification and validation are 

essential in ensuring high-quality software development; software testing is integral to this process. 

Although code coverage is a prevalent method for assessing the efficacy of test suites, it has some 

limitations. Therefore, mutation testing is proposed as a remedy to tackle these limitations. Furthermore, 

mutation testing is recognized as a method for directing test case creation and evaluating the effectiveness 

of test suites. Our proposed method involves autonomously learning mutations from faults in real-world 

software applications. Firstly, our approach involves extracting bug fixes at the method-level, classifying 

them according to mutation types, and performing code abstraction. Subsequently, the approach utilizes a 

deep learning technique based on neural machine translation to develop mutation models. Our method has 

been trained and assessed using approximately ~588k bug fix commits extracted from GitHub. The results 

of our experimental assessment indicate that our models can forecast mutations resembling resolved bugs in 

6% to 35% of instances. The models effectively revert fixed code to its original buggy version, reproducing 

the original bug and generating various other buggy codes with up to 94% accuracy. More than 96% of the 

generated mutants also demonstrate lexical and syntactic accuracy. 

INDEX TERMS Software quality, software verification and validation, software testing, mutation testing, 

mining software repositories, bug fixes, abstract syntax tree, deep learning, neural machine translation, 

evaluation of generated code quality.

I. INTRODUCTION 

The rapid growth of technological advancements has made 

software an essential component of today's world [1]. 

Software programs enable computers and other devices, 

such as smartphones, tablets, smart homes, cars, airplanes, 

autonomous cars, robots, etc., to operate and control their 

hardware, allowing them to perform specific tasks [2]–[6]. 

However, faulty and low-quality software may cause severe 

problems for users and risk human lives, necessitating the 

development of error-free and high-quality software 

products. High-quality software is designed, coded, tested, 

and documented to meet users’ needs at its best and 

features update, maintenance, and support processes [7]. By 

minimizing software errors and increasing reliability, these 

processes contribute to the overall quality of the software. 

Consequently, verification and validation play a critical role 

in developing high-quality software [8]. Software testing is 

part of the verification and validation process to ensure the 

software meets the desired quality [9]. Software tests verify 

that the features and functions of the software work 

correctly, perform well, and are secure. Testing is also done 

to ensure that the software is error-free [10]. There are 

various methods in the industry to measure the 

effectiveness of test suites in detecting faults in software 

[11]. For example, code coverage is a widely used approach 

at Google and Facebook [12], [13]. This approach counts 
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how much of a program a test suite covers. Unfortunately, 

it only satisfies a portion of the targets set by application 

developers. Moreover, code coverage can be easily cheated 

since it only determines whether the code is executed [14]. 

Such disadvantages can be overcome with mutation testing. 

Mutation testing is a way to assess a software program's 

quality and the test suite's effectiveness [15]. In mutation 

testing, a series of deliberate changes (mutations) are 

applied to the tested parts and scenarios of the software to 

ensure that all errors are captured [16]. These small and 

simple changes can alter the behavior of the code. These 

changes in the code are called mutants. Mutation testing 

aims to estimate the ability of the software testing process 

to detect such faults. The mutation score is a metric used in 

mutation testing to evaluate the software’s quality. This 

score indicates how many of the mutants in the tested 

software are caught by the tests. A high mutation score 

suggests that the software is high-quality and has extensive 

test coverage [17]. A low mutation score, on the other hand, 

points out that the software is low-quality and has limited 

test coverage. This measurement provides a way to expand 

test coverage and improve testing processes [18]. Various 

static mutation testing tools are available to perform these 

measurements. For instance, MutPy is an open-source static 

mutation testing tool for Python [19]. It measures code 

endurance by creating various mutants in the code. In 

addition, static mutation testing tools test for potential 

errors in the program and untested areas by creating copies 

of the modified code. However, limitations in test coverage, 

a bias towards producing false-positive results, and the 

inability to observe the program’s runtime behavior are 

disadvantages of these tools. The Research and Innovation 

Agenda (SRIA) roadmap document highlights the need to 

use artificial intelligence technologies to learn fault 

injection parameters and prioritize testing, aiming to 

increase the security and resilience of systems in dynamic 

environments [20]. Neural machine translation (NMT) is an 

artificial intelligence technology that enables the automatic 

translation of a text written in one language into another 

[21]. This technology is based on machine learning and 

deep learning techniques. NMT models consist of an 

encoder and a decoder. The encoder layer of the model tries 

to encode the flexible-length input source sequence into a 

fixed-length representation called the “context” that 

captures the meaning of the input sentence. The context is 

then decoded through the decoder layer and converted to 

the target sentence. Training is performed on large-scale 

datasets that connect the source and target languages. 

Ultimately, NMT-based models learn to do accurate 

translations using these connections. 

This study proposes a mutation testing approach based 

on NMT using a real-world dataset of bug fixes for the 

Python programming language over the last ten years. Our 

contributions to the literature are as follows: (i) We created 

a dataset of code snippets representing bug fixes and 

extracted method-level snippets from Python code. (ii) We 

identified three mutation types for introducing bugs into the 

code. (iii) We developed an approach to abstracting Python 

code, which reduces the vocabulary size for an infinite 

number of identifiers and constants. (iv) We generated 

mutants using the NMT-based Transformer model, making 

us the first to use this approach for mutation testing in 

Python. These mutants are modified code snippets designed 

to introduce bugs into the code. (v) We evaluated the 

effectiveness of our approach by comparing the 

performance of the original code and the mutant code using 

a set of test cases. 

In this paper, we present the following contributions: 

• A novel method for deriving code mutants from bug 

fixes specific to the Python programming language. 

• A new dataset has been provided for researchers 

conducting similar studies. 

• A tool for reducing the size of vocabulary in Python 

has been developed. 

• A detailed literature survey has been conducted on 

the role of NMT in mutation testing. 

The rest of the paper is organized as follows: In the 

Introduction, we highlight the importance of this topic and 

explain the basic idea. Section II discusses related work in 

two domains: traditional mutation testing approaches and the 

application of NMT in software engineering and mutation 

testing. Section III presents the dataset and model used in our 

study. Section IV describes the experimental settings for the 

given dataset and model. Section V details the evaluation 

design and the results of our approach. We discuss the 

shortcomings of our study and propose solutions in Section 

VI. Finally, the conclusion is presented in Section VII. 

II. RELATED WORK 
A. MUTATION TESTING 

Mutation testing, which involves adding minor faults to 

programs and measuring the effectiveness of test suites in 

detecting them, was first proposed by DeMillo et al. [22]. 

Mutation testing operators deliberately change different parts 

of the code to provide comprehensive software testing. 

Mutation testing methods define these operators. Method-

level mutation testing is a type of mutation testing that 

focuses on a specific method in the software code to detect 

faulty behavior. On the other hand, higher-order mutation 

testing targets a more significant portion of the software, with 

mutations applied to all code within a class, library, or 

project. Object-oriented mutation testing is a type of 

mutation testing designed to test software that utilizes object-

oriented programming (OOP) techniques. It tests the 

implementation of OOP features such as inheritance, 

multiple inheritance, interfaces, and polymorphism. Finally, 

concurrency-related mutation testing is designed to test 

software that involves concurrency. This mutation testing 

applies synchronization techniques and parallel programming 

features to detect concurrency errors. Several mutation 
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testing tools implement the mentioned types of mutation 

testing and operators in some programming languages [23]. 

Mutation testing tools are available for various 

programming languages, including C/C++ and Java, which 

implement many mutation operators. For C/C++ 

programming languages, these tools implement method-level 

mutation operators [24]–[30], higher-order mutation 

operators [31]–[33], object-oriented mutation operators [34], 

and mutation operators related to concurrency [32], [33]. 

Similarly, for the Java programming language, mutation 

testing tools utilize various types of operators such as 

method-level mutation operators [35]–[40], higher-order 

mutation operators [35], [36], [41], [42], object-oriented 

mutation operators [39], [42]. Mutation operators related to 

concurrency [42]–[44]. Moreover, some tools specifically 

employ mutation operators designed for the Python 

programming language [19], [45], [46]. 

Mutation testing tools have drawbacks, such as limited test 

coverage, a bias for false-positive results, and an inability to 

monitor the program's runtime behavior. Therefore, the SRIA 

roadmap document emphasizes using artificial intelligence 

technologies to ascertain fault injection parameters and 

prioritize testing to improve system security and endurance in 

dynamic environments. 

Degiovanni and Papadakis have introduced a mutation 

testing approach that utilizes the pre-trained CodeBERT 

language model to generate mutants. This approach works by 

masking a token within the input code and allowing 

CodeBERT to predict it. Then, mutants are created by 

replacing the masked tokens with the predicted ones [47]. 

One potential limitation of this study could be that the 

evaluation metrics may need to represent the actual testing 

cost and effectiveness accurately. Tufano et al. presented a 

machine-learning method for creating new mutation 

operators for mutation testing by utilizing the knowledge of 

how software bugs are fixed. First, the researchers analyzed 

Java programming language examples to identify the 

possible reasons for mutation operators and created a dataset 

based on them. Then, they used the NMT technique to 

generate mutation operators from this dataset. The authors 

showed that the proposed approach extended the scope of 

existing mutation testing and provided more fault detection 

[48]. A limitation of this study can be attributed to its 

exclusive concentration on Java code and the limitation 

imposed on methods based on a 50-token boundary. Finally, 

Mastropaolo et al. have recommended a technique that 

generates mutants using the pre-trained T5 language model. 

In this approach, they employed a dataset produced by 

Tufano et al. The experimental results showed that the T5 

model generated better mutants than the RNN model used by 

Tufano et al. [49]. The limitation of this study is the need for 

measurements regarding the performance of a model trained 

from scratch for the relevant task, as the study relies solely 

on a pre-trained T5 model. 

When we investigated similar studies in the literature, we 

observed certain shortcomings. These include the evaluation 

metrics used for the generated mutant code, low token 

counts, and the use of pre-trained models. Furthermore, all 

these studies have been conducted using the Java 

programming language. In our research, we have identified 

and addressed these shortcomings. We also introduce the first 

study conducted with the Python programming language to 

the literature. 

B. NMT IN SOFTWARE ENGINEERING 

NMT is an automatic translation system that uses machine 

learning and deep learning techniques to translate written text 

from one language to another [50], [51]. This system allows 

people to facilitate communication instantly. NMT-based 

models are trained using large amounts of natural language 

text data. In addition to natural language, there are studies on 

source code to perform software engineering tasks. 

Gao and colleagues proposed a code summarization 

method that considers the code's structure to help developers 

understand programs and extract their functionality [52]. 

Nguyen et al. introduced an NMT based on encoder-decoder 

architecture to enable the reuse of existing API calls and 

source code while developing a software project. The 

presented method has been evaluated on two Android 

datasets and achieved high accuracy in suggesting API calls 

and source code [53]. Developers need to replace old 

versions with new versions to use third-party libraries, and 

selecting the correct version can be a complex process. 

Nguyen et al. presented an NMT-based method to learn 

library upgrades performed by similar clients. This method 

predicts future versions of relevant libraries and advises the 

developer on which version of the library to upgrade [54]. 

Phan et al. recommended a tool considering the API Call 

Programming Abbreviation context. This tool uses natural 

language descriptions in the source code to obtain accurate 

and compilable API calls. The study finds the surrounding 

code and provides information about local variable names in 

the code suggestion, reducing programming time [55]. 

Soliman et al. offered a technique for generating Python 

source code from natural language explanations [56]. Liguori 

et al. developed an approach for automatically generating 

“shellcode,” which exploits software vulnerabilities to assist 

in investigating and preventing security analysts against 

malicious attacks. This method automatically produces 

shellcodes in assembly language starting from natural 

language descriptions [57]. Reading and understanding 

bytecode is more difficult for humans compared to source 

code. Huang et al. proposed a method for generating code 

annotations to help programmers understand the meaning of 

bytecode more quickly and accurately during software 

development activities. This method has demonstrated the 

feasibility of developing natural language annotations from 

bytecode [58]. Stein and Mancoridis utilized semantic clues 

in Python source code to generate meaningful explanations 
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from source code snippets [59]. Writing proper log messages 

is an essential task for developers. Ding et al. introduced an 

approach to automatically create brief log messages from 

source code. In this approach, the source code is taken as 

input, and the log message is produced considering other 

contextual information, such as the position of the log 

statement [60]. A method for automatically explaining errors 

in code to developers has been presented by Mahbub et al. 

This approach defines the mistake using the source code's 

structural information and faulty patterns. According to 

Google code standards, the study showed that the method 

produced understandable and reasonable explanations [61]. 

Rai et al. offered an NMT method that translates Python 

source code into pseudocode [62]. Pseudo-code written in 

natural language helps junior developers in the process of 

understanding programs. However, writing this type of 

pseudo-code takes time and effort. Therefore, Yang et al. 

proposed a technique that converts source code to pseudo-

code [63]. Li et al. introduced the idea of combining a 

search-based automatic program repair technique with an 

NMT-based approach [64]. Ye et al. presented an NMT-

based program repair method that includes program-specific 

information during weight optimization using a loss function 

based on program compilation and test execution information 

[65]. Jiang et al. recommended a technique for automatically 

correcting buggy codes by generating developer-like source 

code. In this method, they designed a new code-aware search 

strategy focusing on correctable fixes with a length close to 

the buggy code and compilable fixes, which find more 

accurate fixes [66]. Various data-driven and well-trained 

model-based approaches have emerged to automate software 

engineering tasks. With improved models and training 

methods, the performance of these tasks has continuously 

improved. However, creating a high-quality dataset is both 

time-consuming and challenging. To address data 

inadequacy issues, Ahmed and Devanbu provided evidence 

that software code written in different languages performing 

the same function is similar, particularly in preserved 

identifier naming patterns [67]. Roziere et al. proposed a 

method for unsupervised code translation using automated 

unit tests. The authors leveraged the presence of unit tests in 

code repositories to create a parallel dataset for training a 

machine translation model. They used a combination of data 

augmentation techniques and self-training to improve the 

quality of the translation. The experimental results 

demonstrated that their approach achieves promising 

performance, outperforming existing unsupervised code 

translation methods on several benchmark datasets [68]. Bui 

et al. presented a unified framework for learning to debug 

code using CodeT5, a state-of-the-art model for code 

generation tasks. The authors introduced the Detect-Localize-

Repair (DLR) framework, which consists of three stages: bug 

detection, localization, and repair. They leveraged the 

powerful text-to-text transfer learning capabilities of CodeT5 

to perform these tasks. Experimental results on two 

benchmark datasets demonstrated that the proposed 

framework achieves significant improvements in bug 

detection, localization, and repair compared to existing 

baselines. The DLR framework shows promise in automating 

the debugging process and facilitating more efficient 

software development [69]. Lutellier et al. introduced a novel 

approach called Encore for automatic program repair using 

ensemble learning and convolutional neural machine 

translation. The authors proposed using a combination of 

multiple translation models trained on different 

representations of the input program to improve repair 

accuracy. They also introduced a novel repair synthesis 

technique that generates diverse and plausible patches for the 

detected bugs. Experimental evaluations on benchmark 

datasets showed that Encore outperforms existing state-of-

the-art program repair techniques in terms of repair accuracy 

and diversity. The results suggested that ensemble learning 

and convolutional neural machine translation can effectively 

enhance automatic program repair [70]. Xia et al. discussed 

the advancements and implications of large pre-trained 

language models in the field of automated program repair. 

The authors explored how the emergence of these models, 

such as GPT-3 and CodeT5, has revolutionized program 

repair by leveraging their capabilities in natural language 

understanding and code generation. They provided insights 

into the challenges and opportunities of applying pre-trained 

language models to program repair tasks [71]. Lutellier et al. 

presented Coconut, an approach that combines context-aware 

neural translation models through ensemble learning for 

program repair. The authors proposed a hierarchical 

ensemble framework that integrates multiple translation 

models at different levels of granularity to improve repair 

accuracy. Coconut incorporated context information from the 

surrounding code and leveraged attention mechanisms to 

capture relevant program dependencies. Experimental 

evaluations on benchmark datasets demonstrated that 

Coconut outperforms existing program repair techniques in 

terms of both repair accuracy and diversity of generated 

patches. The results highlighted the effectiveness of 

ensemble learning and context-aware translation models for 

program repair tasks [72]. Hata et al. introduced a method for 

learning to generate corrective patches using NMT 

techniques. The authors proposed a framework that treats 

program repair as a translation task, where buggy code was 

translated into its fixed version. They trained an NMT model 

using a parallel dataset consisting of buggy and fixed code 

examples. Experimental results on benchmark datasets 

showed that their approach achieves competitive 

performance in generating accurate and meaningful patches 

for program repair. The study highlighted the potential of 

leveraging NMT for automated program repair tasks [73]. 

III. APPROACH 

We start by mining bug fixes commits from thousands of 

GitHub repositories (Section III-A1). We obtain source code 
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files from these bug fixes commits in Python (Section III-

A2). We extract method-level pairs of the buggy and 

corresponding fixed code (Section III-A3). We categorize 

these method-level code pairs according to the type of 

mutation (Section III-A4). Then, using an Abstract Syntax 

Tree, we abstract these categorized method-level code pairs 

into a representation more suitable for learning (Section III-

A5). All special tokens were carefully preserved through the 

use of a mapping technique during the abstraction process. 

Finally, for the abstracted method-level code pairs, we 

employ a Transformer-based encoder-decoder model to 

enable the transformation of a fixed code snippet into its 

corresponding buggy version (Section III-B). The entire flow 

diagram of the system is shown in Fig. 1. 

 

FIGURE 1. The pipeline of the workflow and architecture of the 
proposed approach 

A. DATASET 

This section outlines the steps in creating the dataset. 

Initially, we mine bug fixes commits from a multitude of 

GitHub repositories. From these commits, we procure source 

code files written in Python. We then isolate pairs of buggy 

code and the corresponding fixed code at the method-level. 

These pairs are subsequently classified based on the nature of 

the mutation. Finally, by employing an Abstract Syntax Tree, 

we transform these categorized method-level code pairs into 

a more conducive learning form. During the abstraction 

process, a mapping technique was employed to ensure the 

preservation of all special tokens. The entire relationship 

between these stages is shown in Fig. 2. 

 

FIGURE 2. Overview of dataset creation approach for the mutant 
generation 

1) BUG FIXES MINING FROM GITHUB 

First, we downloaded the GitHub Archive [74], which 

contains public Python programming language events from 

January 2011 to October 2021. Next, we used Google 

BigQuery APIs [75] to identify commits related to bug fixes. 

Finally, we selected commits containing patterns like (“fix” 

or “solve”) and (“bug” or “issue” or “problem” or “error”) in 

all messages [76]. As a result, we identified 5,864,922 

commits associated with bug fixes, from which we extracted 

the commit ID (SHA) and project repository name. 

Not all commit matching these message patterns are 

related to bug fixes in the Python programming language. 

Changes in other programming languages within the project 

repository may also match these patterns. Additionally, the 

commit may differ from those genuinely related to bug fixes. 

Therefore, two authors collaborated to determine the 

accuracy and precision of the commits. Upon examining a 

total of 500 randomly selected samples, we observed that 27 

of them were not related to bug fixes. We analyzed the 

statistical confidence level of the commits at 94.6%, with a 

±5% confidence interval. Due to the high confidence level, 

we used all commits in our study. 

2) BUG FIXES EXTRACTION 

Using GitHub's Compare API, we extracted the before and 

after (buggy and fixed) source code of commits related to 

bug fixes. (i) Multiple commits can be made to a source code 

file in the project repository. Therefore, we used the latest 

commit to the relevant source code file as the buggy and 

fixed one and ignored the others. (ii) Since our goal is to 

learn the mutation operators of the Python language, we only 

used the commits made to the Python source code in the 

project repository. As a result of these filtering processes, we 

extracted 588,016 buggy and fixed source code files from 

commits associated with bug fixes. Fig. 3 shows the buggy 

and fixed source code obtained using the GitHub Compare 

API. In the commit differences, lines indicated with '+' are 

added to the fixed source code file, while lines marked with '-

' are added to the buggy source code file. Fig. 4 a) and b) 

illustrates separated buggy and fixed source code files. 
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FIGURE 3. Committed source code obtained using GitHub Compare API 

 

 

FIGURE 4. Extraction of bug fixes pairs 

3) METHOD-LEVEL BUG FIXES PAIRS 

We created method-level pairs from both buggy and fixed 

source code files. These pairs will be used to train a 

Transformer-based model to generate mutants that resemble 

actual bugs. However, the source code files contained 

snippets extending beyond the method-level. Therefore, we 

first extracted methods from the buggy code files and their 

corresponding fixed code files. Each file can contain multiple 

methods, but the corresponding file might not include a 

method code snippet. For this reason, we filtered out such 

cases and extracted the corresponding buggy and fixed code 

pairs at the method-level. As a result, we obtained 2,277,408 

method-level buggy and fixed code pairs. Fig. 5 illustrates 

the method-level code pairs obtained from the source code 

files. 

 

FIGURE 5. Method-level bug fixes pairs 

4) MUTATION TYPES 

We identified three mutation types for generating mutants 

similar to actual bugs from the method-level buggy and fixed 

code pairs: Update, Delete, and Insert. We developed a 

syntax-aware diff tool to classify the mutation types in the 

method-level buggy and fixed code pairs. This tool detects 

deleted, added, moved, and renamed code nodes between the 

method-level buggy code and the corresponding fixed code. 

A node refers to a discrete part of the code, such as a 

statement, expression, function, or block. Nodes are used to 

analyze and manipulate code during the mutation process. 

We represented the differences in method-level code pairs 

with four nodes: DeleteNode for node deletion operations, 

InsertNode for node additions, MoveNode for node moving, 

and UpdateAttrib for node modifications. We classified 

method-level code pairs by mutation types based on the 

count of these nodes in the code. We generated the 

differences between method-level code pairs based on the 

fixed code by corresponding with the nodes in the buggy 

code—the Update mutation type forms when all nodes 

indicating differences in the code pair are UpdateAttrib. For 

the Delete mutation type to form, all nodes must be 

DeleteNode. In the Insert mutation type, all nodes are 

InsertNode. Method-level code pairs may contain multiple 

node types. To ensure accurate classification, we eliminated 

all code pairs containing more than one node type. As a result 

of these filtering processes, we obtained 371,378 method-
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level buggy and fixed code pairs for the Update mutation 

type, 454,084 for the Delete mutation type, and 243,580 for 

the Insert mutation type. Node actions occurring in method-

level code pairs are illustrated in Fig. 6. 

 

FIGURE 6. Mutant nodes 

5) ABSTRACTION 

Due to the potentially unlimited number of identifiers and 

literals, machine learning-based models generally need help 

with large vocabulary sizes in source code. To reduce 

vocabulary size, an abstraction is applied. Various studies 

exist that focus on the implementation of the abstraction 

process. Jiang et al. proposed a deep learning-based 

automatic code repair approach to Java source code. First, 

they abstracted identifiers and literals in the source code, 

including data types, function names, variable names, and 

constant values, to unique tokens. Subsequently, three new 

special tokens were added to the vocabulary for unknown 

identifiers [77]. Hu et al. introduced a deep learning-based 

method for measuring code maintainability. This method 

replaced meaningful tokens in the source code with 

meaningless tokens to reduce the number of identifiers [78]. 

Zhou and colleagues presented a meta-learning-based 

approach for code summarization. They performed 

abstraction using a special token <num> to replace numerical 

constants in the source code [79]. Wang et al. recommended 

a transformer-based binary code similarity detection 

technique. In this technique, during abstraction, string 

constants were replaced with <str>, constant variables with 

<const>, and internal functions with <function> [80]. Zhang 

et al. conducted various software engineering tasks using 

CoditT5, a pre-trained language model on source code and 

natural language [81]. They utilized the src2abs tool 

developed by Tufano and colleagues [82] for the Java 

programming language to perform automatic code reviews 

and reduce vocabulary size. The abstraction tool replaces 

identifiers, literals, and function names with special tokens 

[83]. Izadi et al. offered a deep learning-based automatic 

code completion approach. First, they removed comments 

and blank lines during preprocessing to improve code 

quality. Then, they abstracted identifiers, literals, and 

function names in the Python dataset with special tokens 

[84]. 

The issue with raw method-level buggy and fixed code 

pairs is that they can have unlimited identifiers and constant 

literals, making the vocabulary size incredibly large. Large-

scale vocabulary size is problematic for generating mutants 

like actual bugs using NMT. Therefore, we performed an 

abstraction process to reduce the vocabulary size. We 

decided to replace raw tokens in the code with unique tokens. 

We used the Python-specific Abstract Syntax Tree (AST) 

[85], [86] to find and replace these unique tokens. We 

applied the abstraction process first to the fixed code and 

then to the buggy code. Finally, the method-level fixed code 

is input into NMT to generate mutants similar to actual bugs. 

The expected output is the method-level buggy code. 

Abstracted method-level buggy and fixed code pairs are 

illustrated in Fig. 7 a) and b). 

 

FIGURE 7. Abstracted method-level bug fixes pairs 
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First, we removed docstrings and comments from the code 

pairs. Then, we assigned special tokens to identifiers and 

constant literals in a consecutive and position-dependent 

manner. The first method in the syntax receives the 

METHOD_1 special token, and the second method receives 

the METHOD_2 token. This process continues for all 

method and variable names (VAR_X, ATTRIBUTE_X, 

EXCEPTION_X, ANNOTATION_X, and KEYWORD_X) 

and constant literals (STRING_X, INT_X, FLOAT_X, 

BYTES_X) within the code. Note that special tokens are 

shared between code pairs and new special tokens are only 

created for new identifiers or constant literals. The special 

tokens generated for abstracted code significantly reduced 

the number of unique words in the vocabulary size, as they 

can be reused across different code pairs. For example, when 

performing the abstraction process for a new code pair, the 

first method found will be replaced with METHOD_1 again. 

Some identifiers and constant literals frequently appear in 

source code and can almost be treated as keywords of the 

language for abstraction purposes. For example, loops often 

use variables such as i, j, or index. Similarly, conditional 

statements and return values commonly use constants such as 

0, 1, and -1. Method names like “get” are frequently used in 

code to represent common concepts. These identifiers and 

constant literals are often referred to as “idioms.” We retain 

idioms in our representation, meaning we do not substitute 

idioms with a generated identifier but instead preserve the 

original text in the code representation. To create the list of 

idioms, we begin by sampling 1 million method-level pairs 

and examining all of their source code. We then extract the 

frequency of each identifier/literal used in the code, 

discarding keywords, separators, and comments. Next, we 

analyze the distribution of the frequencies and focus on the 

most frequently used words. Specifically, we concentrate on 

the top 500 words in the distribution. Finally, we added 

NEWLINE, INDENT, and DEDENT tokens to the code 

pairs to ensure the usability and syntactic correctness of the 

generated code when replacing tokens with special tokens. 

After incorporating these special tokens, the code pairs were 

used as inline code, as illustrated in Fig. 8 a) and b). All 

special tokens involved in the abstraction process were stored 

using a mapping method. The abstracted codes were 

generated from NMT, and with the mapping, it became 

possible to revert to the raw token values. Lastly, we limited 

our dataset's token count of the abstracted method-level 

buggy and fixed code pairs to 100. 

B. TRANSFORMER MODEL 

The Transformer is built upon the encoder-decoder 

architecture, commonly employed for tasks such as NMT, 

where a sequence of words is translated from one language to 

another [87]. This architecture comprises two main 

components: (i) the encoder, which transforms an input 

sequence of tokens into a series of embedding vectors, 

frequently referred to as the hidden state or context, and (ii) 

the decoder, which, utilizing the hidden state produced by the 

encoder, iteratively generates an output sequence of tokens, 

creating one token at each step. First, the input text 

undergoes tokenization and is transformed into token 

embeddings. Since the attention mechanism does not 

inherently recognize the relative positions of tokens, it is 

necessary to incorporate information about token positions 

into the input to account for the sequential nature of the text. 

Therefore, token embeddings are combined with positional 

embeddings, providing each token's positional information. 

The encoder comprises a series of encoder layers or 

“blocks,” while the decoder has its own set of stacked 

decoder layers. The output from the encoder is supplied to 

each decoder layer, producing a prediction for the most likely 

subsequent token in the sequence. The outcome of this 

process is then input back into the decoder to generate the 

following token. This continues until a special end-of-

sequence (<EOS>) token is encountered. Attention is a 

mechanism that enables neural networks to allocate varying 

weight or “attention” levels to each element within a 

sequence. The core concept is that, rather than relying on a 

fixed embedding for each token, the entire sequence can be 

utilized to calculate a weighted average of each embedding. 

There are four primary steps to implement this mechanism: 

(i) transform each token embedding into three distinct vectors 

called query, key, and value, (ii) calculate attention scores, 

(iii) determine attention weights; and (iv) update the token 

def   T       A                 T if  A                   T return  

            T else              T  A            for  A   in range   ,  A    

             T  A     A     A               T return  A   

a Abstractedmethod level buggy inline codewith idioms

def   T       A                 T if  A                   T return  

            T else              T  A            for  A   in range   ,  A   

                T  A     A     A               T return  A   

b Abstractedmethod level fi ed inline codewith idioms

FIGURE 8. Abstracted inline method-level bug fixes pairs 
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embeddings. First, the whole model, including the encoder 

and decoder, is trained end-to-end by minimizing the 

negative log-likelihood of the target terms, utilizing 

stochastic gradient descent. Fig. 9 shows the architecture of 

the Transformer model mentioned. 

IV. EXPERIMENTAL SETTINGS 

We investigate how bug fixes can contribute to learning and 

generating mutants. We develop models using three distinct 

datasets and one common dataset: Update, Delete, Insert, and 

General. The General model is trained with each dataset's 

abstracted method-level buggy and fixed code pairs. Dataset 

distributions are provided in Table 1. The datasets are 

divided into 70% for training, 20% for validation, and 10% 

for testing. 

TABLE 1. Dataset distribution 

Model 
Train 

(70%) 

Validation 

(20%) 

Test 

(10%) 

General 128,847 36,813 18,409 

Update 45,312 12,946 6,474 
Delete 59,999 17,143 8,572 

Insert 23,536 6,724 3,363 

We utilized an encoder-decoder-based transformer model 

to generate buggy code from fixed code at the method-level. 

The bug fixes pairs are tokenized and converted to 512-token 

embeddings. The token embeddings are merged with 

sinusoidal positional embeddings to provide positional 

information for each token. The encoder of the transformer 

consists of six layers arranged sequentially, while the 

decoder comprises six stacked decoder layers. Multi-head 

attention allows the model to focus on information from 

various representation subspaces and distinct positions 

simultaneously. Our approach utilizes eight parallel attention 

layers, also known as heads. The feed-forward sublayer in 

the encoder and decoder is a two-layer, fully connected 

neural network with a unique characteristic. Instead of 

processing the entire sequence of embeddings as a single 

vector, it processes each embedding individually. As a result, 

this layer is commonly known as a position-wise feed-

forward layer. The input and output dimensions are 512, and 

the inner layer has a dimensionality of 2048. We employed 

the Adam optimi er with β1    .9, β2 = 0.98, and ε    e-9. 

We used the Weights & Biases [88] tool to explore the 

model's hyperparameters during training. The exploration 

process was conducted using a random search. We 

determined that the appropriate hyperparameters were a 

batch size of 128 and a learning rate of 3e-4 for finding the 

best model. We trained our models using one machine with 8 

NVIDIA Quadro P5000 GPUs. We used the hyperparameters 

mentioned in the paper. Each mutation type's model was 

trained for over 36 hours, while the general model was 

trained for 2.5 days. 

V. EXPERIMENTAL DESIGN AND RESULTS 

This study aims to generate neural machine NMT-based 

mutants by learning from bug fixes made in a dataset of bug 

fixes mined from Python open-source projects hosted on 

GitHub (see Section III). The study aims to measure the 

quality of the mutant code by evaluating it against the five 

criteria described below. 

1) BLEU SCORE 

We employ the Bilingual Evaluation Understudy (BLEU) 

score as our initial performance measurement, a widely-used 

metric for evaluating the quality of machine-generated 
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FIGURE 9. Transformer model architecture 
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translations [89]. The reference text is needed to determine 

the similarity between the candidate and reference texts to 

calculate the BLEU score. Both texts are divided into n-

grams, and the algorithm calculates the number of n-grams 

from the candidate text that appear in the reference text. 

Finally, we present the BLEU score, representing the 

geometric mean of all n-grams up to a length of four. We 

first calculate the BLEU score between the method-level 

abstracted fixed code and its corresponding target buggy 

code to evaluate our mutant generation method. This BLEU 

score acts as a baseline for comparison. We then compute the 

BLEU score between the predicted mutant and the target 

buggy code. Finally, the BLEU score is measured between 

the abstracted fixed code at the method level and the 

predicted mutation code. A higher BLEU score indicates a 

more remarkable similarity between the abstract predicted 

code and the abstract buggy code, representing the actual 

buggy code. To fully comprehend the degree of similarity 

between our prediction and the existing buggy code, we must 

compare the BLEU score to our established baseline. The 

input code (i.e., the fixed code) given to our model could be 

regarded as a “close translation” of the buggy code, thereby 

contributing to a high BLEU score. To prevent bias, we 

compare the BLEU score between the fixed and buggy code 

(baseline) to the BLEU score obtained when comparing the 

predicted mutant with the actual buggy code. Suppose the 

BLEU score between predicted and buggy is higher than 

between fixed and buggy. In that case, it implies that the 

model has transformed the input code (fixed) into a mutant 

(predicted) closer to the buggy code than before the mutation. 

In other words, the mutation moves in the correct direction. 

Conversely, if the predicted code is further from the buggy 

code than the original input, it represents a translation that 

has moved in the wrong direction. Additionally, if the 

calculated BLEU score between the predicted mutant code 

and the fixed code is lower than these scores, it is said that a 

valid mutant code has been generated. To determine if the 

differences in BLEU scores between the baseline and the 

models are statistically significant, we utilize a confidence 

interval method similar to Zhang et al. [90]. We generate m = 

2,000 test sets by sampling with replacement from the given 

test set. We then evaluate the BLEU score on the m-test sets 

for our model and the baseline. Next, we calculate the m 

deltas of the scores: model − baseline. Based on the 

distribution of the deltas, we select the 95% confidence 

interval (from the 2.5th percentile to the 97.5th percentile). 

The differences are considered statistically significant if the 

confidence interval is above or below zero (e.g., 2.5th 

percentile < 0). 

 

TABLE 2. Comparison of BLEU scores 

Model 
abstractf - abstractb 

(baseline) 

abstractp - abstractb 

(mutated) 

abstractf - abstractp 

(validator) 

General 89.23 89.11 90.21 

Update 96.31 96.23 94.62 

Delete 80.29 90.24 84.63 

Insert 83.13 85.43 83.53 

Table 2 presents the BLEU scores of the general model 

and other models: the baseline, the mutated, and the 

validator. The results indicate that the models outperform the 

baseline when the source code associated with the buggy 

target code is mutated. Furthermore, the significant 

difference in BLEU scores compared to the baseline suggests 

that the mutants are generated in accordance with the 

expected bugs. Based on the reported results, the BLEU 

score indicates that our proposed approach generates code 

predictions that are more similar to the buggy code. 

TABLE 3. Comparison of BLEU scores with confidence interval 

Model 
2.5th percentile 

mutated - baseline 

General +0.55 

Update +0.11 
Delete +3.14 

Insert +2.0 

Table 3 presents the BLEU scores of the 2.5th percentile 

of the delta distribution. The results demonstrate that the 

models outperform the baseline when the source code related 

to the buggy target code is mutated. The score differences are 

statistically significant, and the 2.5th percentile of the delta 

distribution (+0.55) indicates that the models' BLEU scores 

are slightly higher than those of the baseline. This 

improvement in the BLEU score suggests that our approach 

predicts code closer to the buggy code than the fixed code. 

2) PREDICTION CLASSIFICATION 

Given the abstracted fixed (abstractf), abstracted buggy 

(abstractb), and abstracted predicted code (abstractp), we 

categorize each prediction into one of the following groups: 

(i) perfect prediction, when abstracted predicted equals 

abstracted buggy (meaning the model has successfully 

reverted the fixed code to its buggy version, reintroducing the 

original bug); (ii) bad prediction, when abstracted predicted 

equals abstracted fixed (indicating that the model failed to 

mutate the code and returned the same input code); and (iii) 

mutated prediction, when abstracted predicted is not equal to 

the abstracted buggy and abstracted predicted is not equal to 

abstracted fixed (signifying that the model mutated the code 

differently than the target buggy code). Finally, we present 

the raw numbers and percentages of predictions that fall into 

these specified categories. 
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TABLE 4. Comparison of predicted classes 

Model Perfect pred. Mutated pred. Bad pred. Total 

General 
2,373 

(12.9%) 

12,816 

(69.6%) 

3,220 

(17.5%) 
18,409 

Update 
1,193 

(18.4%) 
2,309 

(35.7%) 
2,972 

(45.9%) 
6,474 

Delete 
3,014 

(35.2%) 

4,879 

(56.9%) 

679 

(7.9%) 
8,572 

Insert 
198 

(5.9%) 

2,948 

(87.7%) 

217 

(6.4%) 
3,363 

The resemblance of the generated mutants to the actual 

buggy code is shown in Table 4. The generated mutant code 

resembles existing buggy code ranging from 5% to 35%. 

General, the system produces mutated code at a rate of 80%. 

However, when each dataset is examined separately, it is 

observed that the system performs better than the general 

dataset. 

3) SYNTACTIC CORRECTNESS 

To ensure the effectiveness of mutants, they must be 

syntactically correct, allowing the project to be compiled and 

tested against the test suite. We use a Python AST grammar 

to assess the lexical and syntactical correctness of the 

model’s predictions. Perfect and incorrect predictions are 

already known to be syntactically correct, as we verified the 

correctness of the buggy and fixed code when extracting the 

method-level buggy and fixed code pairs. However, the 

correctness of predictions in the mutated prediction category 

remains uncertain. As a result, we provide the percentages of 

syntactically correct predictions and those for mutated 

predictions. It is important to note that we do not evaluate the 

compilability of the code. 

TABLE 5. Comparison of syntactic correctness 

Model Mutated pred. Overall 

General 97.46% 98.03% 

Update 98.70% 99.18% 

Delete 97.93% 98.46% 

Insert 95.66% 96.19% 

Table 5 demonstrates that the model accurately predicts 

over 96% of sentences in terms of both lexical and syntactic 

accuracy. Furthermore, even when considering mutated 

predictions, the model maintains a high level of syntactic 

correctness (>95%). These results suggest the model learns 

the appropriate syntax rules from the abstracted 

representation used as input/output. 

4) TOKEN-BASED OPERATIONS 

We also analyzed the models' predictions based on the 

operations performed on their tokens and categorized them 

into four types: (i) insertion, where the number of tokens in 

the prediction is more significant than that in the input; (ii) 

changes, where the number of tokens in the prediction is the 

same as that in the input, but the prediction differs from the 

input; (iii) deletions, where the number of tokens in the 

prediction is fewer than that in the input; and (iv) none, 

where the prediction is the same as the input. This analysis 

helps evaluate the models' ability to insert, modify, or delete 

tokens. 

TABLE 6. Comparison of token-based operations 

Model Insertion Changes Deletion None 

General 
1,759 

(9.6%) 

7,343 

(39.7%) 

6,087 

(33.2%) 

3,220 

(17.5%) 

Update 
2 

(0.1%) 
3,493 

(53.9%) 
7 

(0.1%) 
2,972 

(45.9%) 

Delete 
17 

(0.2%) 

128 

(1.5%) 

7,748 

(90.4%) 

679 

(7.9%) 

Insert 
2,749 

(81.7%) 

324 

(9.6%) 

73 

(2.3%) 

217 

(6.4%) 

We analyzed the token operations performed during 

mutant generation and created three different datasets for 

each type. Each dataset performs token operations with a 

specific purpose, as shown in Table 6. The Delete and Insert 

mutation models perform token operations for their intended 

purpose 81% of the time. However, the Update mutation 

model achieves its goal only 53% of the time due to 

producing similar code to the fixed code. The general model 

performs token operations according to the distribution rate 

in the dataset since it includes each type of mutant. 

5) AST-BASED OPERATIONS 

We prioritize evaluating mutated predictions to determine if 

they represent an improvement. However, our primary goal 

is to ascertain whether the model's transformations resemble 

those required to convert the fixed code into the 

corresponding buggy code. Specifically, we investigate 

whether the model applies AST actions similar to the fixed 

and buggy code transformations. As a result, we report both 

the percentages of mutated predictions that share the same 

elements and frequency of actions as those in the fixed-to-

buggy transformation, as well as the percentages of mutated 

predictions that contain the same unique actions, albeit 

possibly in a different order, location, or frequency than 

those in the perfect prediction (buggy code). 

TABLE 7. Comparison of AST-based operations 

Model Same Operation Set Same Operation List 

General 36.23% 18.82% 

Update 98.03% 96.80% 

Delete 73.44% 66.83% 

Insert 64.50% 56.05% 

During the conversion process from fixed to buggy source 

code, various AST-based operations are performed, resulting 
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in changes to the code snippets. Table 7 shows the quality of 

these syntax operations for each mutation type. For example, 

the Update mutation type produces pairs of fixed and buggy 

code that are syntactically similar, with a 98% similarity rate 

for the AST-based operation performed. However, the 

complexity of the operations increases as the mutation types 

become more complicated, such as Delete and Insert. As a 

result, the general model, which includes each mutation type, 

predicts the corresponding buggy mutant at a low syntactic 

rate. 

6) MUTANT GENERATION 

We used the Greedy Search algorithm to convert the 

abstracted fixed (abstractf) given as input into mutant code. 

Greedy Search, also known as Greedy Decoding [91], is a 

simple decoding method used in various natural language 

processing tasks such as machine translation, and text 

generation. The basic idea of Greedy Search is to make the 

most likely choice at each step in the generation process. 

More formally, given a sequence of tokens or words, Greedy 

Search selects the token with the highest conditional 

probability given the previous tokens at each step, and then it 

moves onto the next token. We have carried out the previous 

five evaluations mentioned under the main heading, 

according to the codes generated from the decoding strategy 

under this heading. 

 

FIGURE 10. The stages of converting the source code into input code 
for the Transformer model 

The process of converting method-level source code into 

mutant code involves several steps. Firstly, abstraction is 

applied to the source code snippet. During this process, 

identifiers and constant literals in the code are replaced with 

special identifiers. These special identifiers in the abstracted 

code are then substituted with the most frequently occurring 

idioms in the dataset. After these steps, the input code for the 

Transformer model is obtained. Fig. 10 illustrates the 

application of these stages for identifying prime numbers at 

the method level. 

 

FIGURE 11. The examples of generated qualitative mutants 
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After the preprocessing stages, the source code is primed 

for input in the Transformer-based NMT model. This model 

transforms the input source code into mutant code. Fig. 11 

presents qualitative mutant examples generated from the 

preprocessed code snippet for each model type. The general 

model introduces changes to two comparison operators. The 

first operator change prompts the prime number-finding 

method to return incorrect results for all integers greater than 

1. In the second operator change, if the remainder of the 

division operation differs from zero, the prime number-

finding method returns an incorrect result. The Update model 

modifies just one line of code, which causes the prime 

number finding function to return incorrect results 

consistently. The Delete model has wholly removed a line 

from the code, causing the prime number finding method not 

to return any result when the prime number condition is 

satisfied. Consequently, the condition must be fulfilled for 

integers meeting the prime number criteria. Finally, the Insert 

model has added constant literals within the code. These 

constant literals alter the range of the loop in the prime 

number-finding method, causing the loop to deviate from the 

expected range and leading to the incorrect operation of the 

code. 

VI. THREATS TO VALIDITY 

Concerning external validity, this study aims to generate 

mutants solely for bug fixes related to the Python 

programming language. The absence of a similar study 

conducted with this programming language demonstrates that 

we are undertaking one of the most comprehensive works in 

the field of mutant code generation for Python. Projects with 

varying sizes and different management structures can yield 

different results. However, it cannot be guaranteed that these 

findings can be generalized to different programming 

languages. 

With respect to construct validity, the bug fixes dataset we 

collected from the past may contain mistakes. For example, a 

commit can be reverted, but we do not take such intentions 

into account. Additionally, we used message patterns to 

identify bug fix commits (Section III-A3). We obtained the 

bug fixes dataset based on these message patterns. However, 

the bug fixes dataset can be used not only for mutant code 

generation but also for program repair. 

Another threat to construct validity exists in our 

preprocessing. We classified the source code based on 

mutation types. This stage was developed through trial-and-

error experiments and evaluated experimentally. However, 

different methods and processes can enhance the 

classification based on mutation types. Further exploration of 

the preprocessing configuration should be beneficial for 

future studies. 

To mitigate threats to reliability and enhance transparency, 

we are openly providing our dataset [92] and code [93] to 

everyone. By making the dataset accessible to a wider 

audience, our aim is to foster collaboration, encourage 

replication studies, and facilitate the verification and 

validation of our findings. This open approach ensures that 

researchers and practitioners can independently examine the 

data, assess its quality, and draw their own conclusions, 

thereby strengthening the reliability of our work. 

Additionally, by openly sharing the dataset, we enable the 

research community to build upon our findings, explore 

novel perspectives, and contribute to the advancement of 

knowledge in the field. 

VII. DISCUSSION 

The data obtained from our experimental results confirm that 

we have achieved the primary goal of our study: the 

feasibility of producing mutants that resemble real-world 

bugs. Each model generates mutants successfully, according 

to the type of mutation. Furthermore, during the generation 

of mutants, the syntactic correctness of the code snippet is 

ensured with high accuracy. Despite these successes, our 

study has several areas for improvement. Firstly, the mutant 

codes we obtained are abstracted code snippets. This could 

result in the generation of abstracted identifiers that differ 

from those in the input code snippets. Consequently, it might 

not always be feasible to revert these snippets to their 

original identifier values. Secondly, the mutant code snippets 

we have generated are non-executable. Lastly, due to the 

model's limitation of a 100-token count, we're prevented 

from using larger code snippets (those with a token count 

exceeding 100). These challenges could be addressed by 

increasing hardware resources, avoiding the abstraction of 

identifiers within the code snippets, and expanding the 

model's capacity. 

VIII. CONCLUSION 

We presented an NMT-based approach for automatically 

learning mutants from existing bug fixes. The aim of this 

method is to generate mutants that closely resemble actual 

bugs present in the source code. The generated mutants 

exhibit a range of fidelity, with success rates ranging from 

6% to 35% (depending on the dataset and model) in 

successfully reintroducing the original bugs into the fixed 

code. This means that our models are able to effectively 

revert the fixed code back to its buggy version, essentially 

reproducing the original bug. This is a significant 

achievement because it demonstrates the capability of our 

models to understand the underlying logic and characteristics 

of bugs and accurately reproduce them. Furthermore, our 

models have the ability to generate different variations of 

buggy code, deviating from the original bug. In fact, they are 

able to produce the actual bug and other types of buggy code 

up to 94% of the time. This showcases the versatility of our 

approach in generating a wide range of mutants, providing 

researchers with a valuable resource for studying and 

analyzing bugs in the Python programming language. An 

interesting aspect of our approach is that our models are able 

to learn correct code syntax without relying on explicit 
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syntax rules as input. This implies that the models developed 

an implicit understanding of the syntax through the training 

process, enabling them to generate mutants that adhere to the 

expected syntax conventions of Python. To facilitate further 

research in this area, we have made the generated data 

available to other researchers. By sharing this dataset, we aim 

to encourage collaboration and enable the use of our mutants 

in various projects related to bug detection, program analysis, 

and software testing [92]. While our work has yielded 

promising results in automatically generating mutants for 

Python, it is crucial to emphasize that the development of a 

comprehensive infrastructure is essential for effectively 

injecting these mutants. Injecting mutants into code requires 

careful consideration of factors such as test coverage, test 

case generation, and integration with existing software 

development workflows. Therefore, the practical 

implementation of our approach requires the establishment of 

a complete infrastructure that can seamlessly incorporate the 

mutants produced by our models. In future work, our aim is 

to enhance the ability to recognize and repair a wider range 

of bugs in Automatic Program Repair by effectively utilizing 

machine learning and deep learning techniques. We will 

utilize the dataset we have created, which is related to bug 

fixes. Additionally, as part of our future research, we plan to 

create a dataset specifically for testing deep learning models. 

The testing process for the deep learning model will be 

conducted similarly to mutation testing, involving variations 

in model layers, activation functions, and other factors. 

Moreover, our ultimate goal is to transform these two future 

studies into an online platform that can be utilized by users. 
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