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Abstract: Robotic systems are widely used in industry, agriculture, the inspection of infrastructure,
and even in our daily lives. The safety and security of robotic systems have become a primary concern
as their interaction with humans increases. In this context, attacks on robotic systems have increased
for diversified field applications. It is necessary to accurately detect these abnormal events in these
systems as soon as possible. However, these systems also need a runtime verification approach
on whether they conform to the established specifications. In this study, runtime verification for
anomaly detection methods is proposed for the security of the robot operating system (ROS). Firstly,
an anomaly detection method is proposed to detect unexpected situations, such as the number of
the received packages being decreased under DoS attacks. Then, a holistic runtime verification
architecture is proposed for the anomaly detection method. This architecture consists of three major
entities: a verification device, an attacker device, and a robotic platform without losing generality. In
the verification device, ROSMonitoring and Oracle are used to implement runtime verification. The
proposed architecture is verified through an experimental setup. It is shown that the architecture
can be used for runtime verification of different anomaly detection algorithms. A discussion on the
security of robotic systems is also presented.

Keywords: runtime verification; ROS; anomaly detection; security

1. Introduction

The use of robotic systems in industrial systems increases by an average of 30% every
year, while the use in non-industrial systems increases by 52% [1]. However, as the usage
areas are diversified, safety and security become primary problems [2]. The number of
security attacks is also increasing due to digital accessibility. The robot operating system
(ROS) is a critical digital accessibility tool in robotic systems. Many components in a robotic
platform are integrated using ROS. However, it has entailed security concerns, and SROS [3]
and ROS2 [4] have been presented to handle some security issues. However, current
solutions are mostly about encrypting or signing messages. A security countermeasure
against a volumetric attack is not included in these new versions of ROS. ROS-based studies
ensure security by encryption methods of data or policy creation fields [5–8]. Even these
security measurements are evaluated. ROS still has vulnerabilities against various attacks
such as DoS, blackhole, and man-in-the-middle. The latest studies are focused on DoS
attacks for ROS [9,10]. ROSPloit tool [9] is a security attack analysis tool for ROS. The
security assurance of robotics systems’ is important in both the in-design phase and runtime
phase. Threat modeling is a phase that needs to be constantly checked in the system’s
runtime life cycle, starting from the in-design phase [11]. However, even if the threat
models are evaluated, some situations are omitted due to time constraints. The omitted
situations should be detected in runtime using anomaly detection. Anomaly detection
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is increasingly used both in robotic systems [12] and in system security independently.
Narayanan and Bobba studied anomaly detection on an industrial robotic arm for an ROS-
based environment [12]. They determined the anomalous events as repeated movements of
the industrial arms. Another study focused on detection of anomalies on an autonomous
racer’s sensor data built from a ROS [13]. Note that anomaly detection is also an active
research topic in IoT systems’ security [14]. In the literature, there are studies on anomaly
detection and security attacks. However, the anomaly detection approaches have limitations
such as training data importance and anomalous-yet-correct behavior [13]. Therefore,
anomaly detection methods need to be verified. Runtime verification (RV) can be used to
verify the anomaly detection method that works in complex and dynamic systems.

RV is a method of meeting the system’s requests and determining whether it violates
the specifications during the monitoring phase according to the stated specifications. Since
states are defined for each state in formal methods, this causes a state explosion in complex
situations. Therefore, RV methods are a very popular method for validating systems that
are more unpredictable than formal methods [15]. RV is complementary to verification
techniques and also disquoting feature is besides other verification techniques is it acts on
runtime, and it is lightweight verification for systems in dynamically changing environ-
ments [16]. In recent years, various tools/frameworks have been suggested for RV [17].
The pioneering work ROSRV is an RV framework for ROS [5]. It may verify the system by
intercepting and monitoring communication between publisher and subscriber for security
and safety commands. Security verification is ensured by checking unencrypted messaging.
However, there is no measurement in this study about denial-of service (DoS) attacks on the
system. In environments where critical tasks are also carried out, attacks that may prevent
data traffic such as DoS or blackhole attacks on ROS nodes may cause autonomous robots
operating in industrial systems to deviate from their routes, mission disruptions, and even
material damage such as collisions of autonomous robots. Furthermore, recent studies
show that detection of these attacks is not as robust as before [18]. In addition, protection
or detection systems could be fooled by this attack. Therefore, the necessity of verifying
detection systems by another RV arises. Although ROS is widely used middleware for
robotic systems, there are few security tools developed for it. Additionally, the increasing
interactions of robotic systems with the environment also require using developed RV tools
for security. One of the recent studies for RV of security is a ROS-based attack tool [19].
It is focused on a model-based runtime verification approach. To the best of the author’s
knowledge, RV for security of robotic system is an open research area considering the latest
studies above.

In the present study, RV architecture is proposed for an anomaly detection algorithm
in robotic systems’ security. The proposed architecture for RV consists of a robotic platform,
verification system, and attacker system. The robotic platform consists of three devices,
namely ROS Master, controller, and simulation or physical robot, without losing generality.
In the robotic platform, the robot control node sends the control locations of the robotic arm
to GAZEBO in the simulation device. The simulation device is used to evaluate experiments;
however, it could be replaced by a real robotic platform. All components of the robotic
platform contain a packet loss tracker for detecting unexpected situations. For this setup,
anomaly detection is also performed by the ROS Master without losing generality. The
verification systems realize the RV of the anomaly detection method using specifications.
The verification system consists of an RV data collector and ROSMonitoring. The RV data
collector monitors the anomaly detection node for anomaly status and the attacker device
for monitoring attack state. ROSMonitoring is used for evaluating the verification by
specifications or temporal logic (TL) Oracle in itself [20]. ROSMonitoring logs the alert
situations. The attacker system includes various attacks on the robotic platform. In the
present study, three types of attacks, namely unauthorized publishing attack, general DoS
attack, and SYN flood attack, are evaluated in the experiments. The attacker system could
select any device as a target device in the robotic platform. During the experiments, the
master device is selected as the target device by the ROS attack tool. This integration of the



Machines 2023, 11, 166 3 of 14

both the control system and the verification system results in a reduced time required for
the V&V process. This architecture also controls the security requirements with defined
methods and security tools.

The remainder of this paper is organized as follows: Section 2 contains a literature
review of verification for system security. Section 3 introduces RV architecture for the
anomaly detection approach. Section 4 introduces the experimental environment and dis-
cusses the experimental results presented. Section 5 presents the conclusion by identifying
the strengths and weaknesses of this paper and future work.

2. Verification for System Security

Formal verification is a process that ensures the correctness of the system by checking
predetermined requirements. It is one of the most popular techniques to verify systems
such as autonomous systems [21], robotic systems [22–24], or a combination of these [25].
It can be divided into some different subtitles such as model checking, theorem proving,
and RV, which is the most widely used [25]. Unlike RV, the other methods have defects
when verifying the systems at runtime and these methods are not sufficient to meet the
requirements according to the given specifications [26]. Luckcuck et al. (2019) [25] presented
a state-of-the-art review on formal specification and verification for autonomous robotics.
Specifically, they comprehensively addressed and categorized the challenges. Although one
of these verification methods could be sufficient, it is also possible to combine them. Webster
(2020) [24] proposed an approach called corroborative verification and validation (V&V) of
robot assistants in the context of human–robot interactions that combines several different
V&V techniques. This combination enabled V&V methods to be performed at different
stages of development. Halder et al. (2017) [23] proposed an approach for modeling
and verifying ROS systems using real-time properties, focusing on the communication
between nodes and especially the verification of safety and liveness properties. The physical
robot Kobuki is used as a complex case study. Defining predetermined states in formal
verification methods can make them unidentifiable for complex checks. In such cases, RV
methods can be implemented for verifying the systems.

RV is a process that demonstrates whether the system satisfies or violates properties
against given specifications at runtime [26]. If there is a violation caused by any component
of the system, the user can be informed or predefined actions can be taken [27]. RV demands
two inputs for a system to be inspected and a group of properties to be checked [17]. The
specifications can be expressed as properties by using formal specification languages such as
TLs [17,28]. Luo et al. (2018) [28] drew attention to the importance of an obstacle avoidance
system for robotics. They conducted a case study to verify the safety strategy of collision
avoidance of robots. They developed their own strategies under two subclasses: pre-contact
to consider the avoidance of collision and post-contact to decrease likely damage. They also
proposed a new method, namely dynamic parameter selection, to specify the dangerous
distance between the robot and the obstacle. They chose JavaMOP as a model checker for
the RV process. It allows for specifying properties as several specification languages like
finite-state machine (FSM) and TLs. Hu et al. (2019) [26] suggested a new technique based
on ROS, namely robots monitor on multilayer (RMoM), on a robot swarm by using RV. They
aim to verify whether the system violates given specifications. They used discrete-time
metric temporal logic (MTL) to express the properties of the behaviors of robot swarms.
Intelligent vehicle safety is becoming an increasingly complex safety-critical system. To
achieve cost-effective verification for intelligent vehicles, one study carried out a case
study using RV to achieve safety aims [27], they tried to verify the interaction between
two advanced driver assistance systems (ADAS) and demonstrated whether the RV can
detect unintended behaviors. They used Unity and Simulink, which are simulation tools, to
implement these systems and used the breach tool and signal temporal logic (STL) to verify
intelligent vehicle safety. An et al. [29] used an approach with RV as an input for a machine
learning model to achieve a more intelligent decision. They used the statistical model
checker UPPAAL-SMC to verify the system against given safety properties. Moreover,
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there are very few studies on DoS RV. Zeller [30] proposed a RV system for DoS attacks.
He analyzed the DoS attacks on a hotel booking domain. He took as an argument DoS
for the reservation cancellation problem. Adaptive RV is a method where the rules can
evolve according to various input depending on changing situations [31]. There are also
RV studies in different applications of IoT domains [31,32].

3. Runtime Verification Architecture

RV is necessary for anomaly detection methods since it is not possible to test all
situations before going live due to various constraints. In the present study, an RV system
is proposed to verify the anomaly detection method at runtime. The proposed RV system
architecture consists of three parts: robotic platform, attacker system, and verification
system. In the following subsections, the system architecture and details of the RV method
are given consecutively.

3.1. Proposed System Architecture

ROS is a widely used robotic middleware in industry and academia. Despite its
increasing use, ROS is not yet developed enough in the field of cyber-security. Anomaly
detection is a method used to detect various attacks in the ROS environment. However,
the anomaly detection methods may not be able to be fully tested before the runtime. The
proposed RV system architecture verifies the anomaly detection method at runtime. It
consists of three parts: robotic platform, attacker system, and verification system as shown
in Figure 1. In this architecture, the verification system monitors both the robotic system
and anomaly detection at runtime. The attacker system could generate attacks for any part
of the robotic platform.
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The robotic platform is designed without loss of generality, and it consists of three
subsystems: the master system (ROS Master), simulation system, and controller system.
The ROS Master is the most important element required for the operation of the ROS. Every
communication management in the ROS architecture is provided through the ROS Master.
The simulation system simulates a robotic environment using the physics engine. A real
robot could also be used instead of the simulation system. A real robot can also execute
the same instructions given by the controller system. However, it may get out of control
and crash during cyber-attacks. Therefore, initially it will be safer to perform attacks using
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simulation. The controller system is simply the device that generates the commands for the
robot using the processed sensor data.

The attacker system consists of an ROS attack tool. It could perform various attacks on
the robotic platform. Some of them are as follows: several volumetric attacks, man-in-the-
middle attacks, unauthorized publishing, unauthorized data access, active target searches,
disabling service nodes, etc. In addition, the attacker system can publish its attack state for
operations such as generating a dataset or verifying the system’s security by ground truth.

The verification system is designed for the RV of the anomaly detection method. It
consists of ROSMonitoring and an RV data collector node. ROSMonitoring verifies the
method by using the specifications defined by Oracle. It has two types of Oracle: Register
Management Logic (RML) Oracle and TL Oracle. In the present study, TL Oracle is used to
specify rules and for checking the processes. Since ROSMonitoring is able to verify only one
data source at once, an RV data collector is used. The RV data collector gathers data from
multiple sources in synchronization. In the present study, the RV data collector subscribes
two sources: the anomaly detection node and attack state node.

3.2. Runtime Verification Method

The proposed RV architecture can be used to implement various RV methods. In
the present study, an attack-status-based RV is implemented for anomaly detection in
robotic systems. Figure 2 shows the sequence diagram of communication for the proposed
RV system architecture components. In this figure, the attacker system is represented by
the attacker. The verification system is represented by ROSMonitoring and the robotic
platform is represented by four subsystems, i.e., GAZEBO, ROS Master, robot control, and
anomaly detection method. In Figure 2, communication of the robotic platform devices
(GAZEBO and robot controller) starts with registering ROS Master. GAZEBO is used for
the simulation environment. After ROS nodes are registered, the topics are shared between
GAZEBO and the robot controller. Then the robotic device in GAZEBO starts realizing the
task from the robot controller. Meanwhile, ROSMonitoring and anomaly detection start to
check or verify the network from the beginning of communication. ROSMonitoring obtains
information about both the attacker system and the robotic platform. The ROSMonitoring
node verifies the anomaly detection method by obtaining anomaly detection results and
attack state information. Meanwhile, the attacker starts a DoS attack against the robotic
platform devices. It is assumed that there is no delay in the attack’s effect on the system.
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In our study, the anomaly detection method detects abnormal behavior in network
traffic. This method applies statistical approaches and sends the AD result to the verification
system. Statistical calculations are applied to find the upper limit and the lower limit for
defining the last normal behavior. If abnormal behavior is detected for that time interval,
the limits are not updated, and the method preserves the latest normal limits in the memory.
The anomaly detection method gives two types of result: (a) normal condition, (b) warning
condition. Anomalies are detected in univariate time-series data from the ROS environment.
Every robotic system device in the robotic platform publishes data that includes two pieces
of information: timestamp and frequency (for our study, the frequency is 100 for each
RV node). The verification system’s RV data collector node collects all data published in
the robotic platform nodes and processes these data for ROSMonitoring. The processed
data become ready for ROSMonitoring. The anomaly detection method obtains a slice
of data for each interval and produces an AD result at the end of each check. If the
anomaly detection method gives a warning about the system and attack state information
does not, ROSMonitoring reports the anomaly detection method verification result as not
verified. Further, if the AD method gives the normal status about the system and attack-
state information is not supported, the anomaly detection method is again reported as not
verified. If the anomaly detection method gives a warning message and ROSMonitoring
verifies this, the verification result is reported as verified. The anomaly detection method
is verified true-positively or false-positively by detecting attacks. The anomaly detection
method keeps running unless the system is closed.

The proposed RV architecture integrates robotic platform, attacker system and verifi-
cation system. There are some studies that focus on the various verification problem for
ROS [5,20,33,34]. HAROS [34] and ROSDiscover [33] are focused on good coding and veri-
fication of software bugs in ROS software development. On the other hand, the proposed
architecture focuses on runtime verification of anomaly detection. ROSRV is a pioneer
work that checks the safety requirements in case of unauthorized access of the sensors’
data [5]. In the proposed study, anomaly detection of volumetric attacks (unauthorized
publishing/subscribing attack, DoS attack, SYN flood attack) that targets to the robotic
platform are evaluated. ROSMonitoring is a recently developed framework that checks
the safety requirements at runtime [20]. It was originally focused on safety. In this study,
the ROSMonitoring library is also used in an integrated way. The proposed holistic RV
architecture includes a robotic platform, attacker system and verification system in one
architecture and focus on security test cases besides the others.

4. Experimental Study

The proposed RV architecture that is given in Figure 1 is validated using an experi-
mental setup that is given in both Figures 3 and 4. To test the RV of anomaly detection,
various volumetric attacks are also realized in this setup. An overall discussion is also
included concerning the contribution of the proposed approach to robotic security.
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4.1. Experimental Setup

An experimental setup is built in a laboratory environment for the proposed RV
architecture as given in Figure 4a. We use an SRVT simulation environment [35] for robotic
platform simulation. The SRVT simulates the “An Automated Robot Inspection Cell for
Quality Control of Automotive Body in White (ROKOS)”. ROKOS (robotic quality control
system) is proposed for evaluation of V&V methods [36]. In the following subsection, the
test-bed specifications, environment details, and devices used in the RV architecture are
given. After that, RV for anomaly detection in the experimental test results is given.

The simulation environment consists of a bus chassis and a robotic arm with a depth
camera (Figure 3). In the real-world experiment, the robotic arm receives missions from
the controller system and the arm moves into the specified object to evaluate the missions.
According to the mission plan, the robotic arm goes around the bus. The robotic arm checks
incorrect or missing parts on the chassis using a depth camera. This experimental setup
can also be changed with a physical ROKOS.

The experimental setup is shown in Figure 4. The figures include both the laboratory
environment and the test-bed device’s details. To simulate the real system, five devices are
used (Figure 4a).

These are the ROS Master device, GAZEBO device, controller device, verifying device,
and attacker device. The ROS Master device takes over the management of the ROS. The
GAZEBO device is a computer that only runs simulation software (SRVT). The controller
device manages the robot’s path plan and movements. The verifying device collects data
from the other devices and checks the package loss ratio. The attacker device performs
volumetric attacks on the system at programmed periods. The attacker device is included
in the ROS architecture. The attacker device has various attacks and other mechanisms
seasuch asrching and analyzing. It targets any ROS node in the robotic platform. Moreover,
the attacker device can select multiple robotic platform nodes as a target.

The specifications of all devices used in the experimental setup are given in Table 1.
All of the devices are homogeneous.
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Table 1. PCs’ specifications.

Device Name Specification Details

CPU Intel Core i7 6700 @ 3.40 GHz Skylake 14 nm
RAM 8.00 GB Dual-Channel DDR3 @ 797 MHz

Motherboard Dell Inc. 0FTVXT
Graphics 2 GB NVIDIA GeForce GTX 1050
Storage 250 GB KINGSTON SA400S37240G SATA SSD
Ethernet Onboard

OS Ubuntu 20.04.1 LTS 64-bit 3.36.8
ROS Version Noetic Ninjemys

Gazebo Version 11.0.0
Network Switch TP-Link SF-1008D 8-Port 10/100 Mbps

Graphics 2 GB NVIDIA GeForce GTX 1050
Storage 250 GB KINGSTON SA400S37240G SATA SSD
Ethernet Onboard

OS Ubuntu 20.04.1 LTS 64-bit 3.36.8
ROS Version Noetic Ninjemys

ROS has various vulnerabilities; however, the main purpose of the present study
is not to test the vulnerabilities of ROS. Instead, we perform tests to verify the anomaly
detection method. For this reason, attack methods that completely stop the system are not
used. Conversely, as some attacks did not reach sufficient volume, the expected results
could not be obtained in the second experimental study. Inclusion of elements in the
system, such as applications using high network traffic and physical factors that will affect
communication, could also be considered as an attack. All the attacks are carried out by
the attacker device. Three attack types are carried out in the experimental tests; these are
(1) multiple unauthorized publishing/subscribing (different attack volumes), (2) DoS,
and (3) SYN flood. In the multiple unauthorized publishing/subscribing (different attack
volumes) attack, due to the lack of an authorization and authentication feature, an attacker
or a user can create many publishers or subscribers. The attacker does not even have to
listen to or publish data, but ROS tries to respond to the attacker’s request. That creates
massive data traffic, packet loss, and delay. In the second attack, the DoS attack, the aim is
to shut down a machine or network, making it inaccessible to its intended users. The DoS
attack accomplishes this by flooding the target with traffic or sending it information that
triggers a crash. In the SYN flood attack, the attacker sends a request to connect to a server,
but never completes the handshake and this attack occupies all open ports, and none are
available for legitimate users to connect to.

4.2. Experimental Results

We present the test results of the three different attack types: (1) multiple unauthorized
publishing/subscribing attack, (2) DoS attack, (3) SYN flood attack. Therefore, three tests
are evaluated in the test results. Each test follows the same timeline as in Table 2 which
third and fourth columns show the duration of the attacks and the start time schedule
respectively. During one test, the same attack type is used through the experiments. The
duration of the attacks is changed as in Table 2. Each test initially starts with normal traffic.
Then the attacks with different durations are tested. Some time gaps are also applied to
eliminate the effect of previous attacks. Each test takes about 31 min. The verification
system gives an alert at runtime and saves these results as the verification result (verified or
non-verified method). ROSMonitoring logs the verification result approximately every five
seconds. In these experiments ROSMonitoring checks the anomaly detection method by
attack state information and anomaly detection results for frequency. In these experiments,
the RV method and the anomaly detection method run simultaneously.
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Table 2. Experimental attack schedule for the tests.

ID Attack or Normal Traffic Duration Timeline of the
Experimental Study

1 normal 3 min. 0 min.

2 attack 1 min. 3 min.

3 normal 1 min. 4 min.

4 attack 1 min. 5 min.

5 normal 1 min. 6 min.

6 attack 3 min. 7 min.

7 normal 2 min. 10 min.

8 attack 5 min. 12 min.

The experimental results are given in Figures 5 and 6. In all experimental results,
red dots illustrate that the interval corresponding to the anomaly detection method is not
verified, i.e., the method could not detect attacks. Blue dots indicate that the anomaly
detection method correctly detected attacks. The x and y axes have the same meaning in
each test result graph. The y-axis corresponds to the ROS package received percentage and
the x-axis corresponds to real time in hours and minutes such as 3.00 pm or 3.32 pm. All
experiments are evaluated in the same environment. After each experiment, the system
reboots completely so that one experimental result does not affect the other one. Further, in
our experiments, we left gaps between the same attack types (see in Table 2).
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The runtime verification result for the anomaly detection method with the multiple
volume of unauthorized publishing/subscribing attack is given in Figure 5. It shows the
test results of the RV method for two different volumes of network traffic. The attack
schedule given in Table 2 is the same for both. The RV results of scenarios’: (1) 500 nodes’
communication in the system, (2) 1000 nodes’ communication in the system are given
in Figure 5a,b, respectively. Figure 5a has five frequency decreases that are detected as
anomaly and also verified with system. In Figure 5a, the first one-minute attack can
be seen between 15.03 and 15.04 min. In Figure 5a, the results with red dot show that
the anomaly detection algorithm is not sufficient in the stable attack moments especially
seen around 15.15 min. The anomaly detection method has adapted to the changing
situations and started to accept this new situation as normal. On the other hand, the
anomaly detection method detect the anomaly due to increased volume of network traffic
(1000 nodes). Therefore, in Figure 5b, the runtime verification results more blue dots which
means the method is verified.

Figure 6 shows the RV results of the anomaly detection method for two different
attacks. These are as follows: the DoS attack results in Figure 6a and the SYN flood
attack results in Figure 6b. The graph results show that both attack types do not cause
packets received percentage decreases. In Figure 6a,b, attack moments can be seen clearly
as red dots in both figures. However, as ROSMonitoring verification receives the attack
status from the attacker device and the anomaly detection method only checks the packets
received percentage from the network, the methods are not verified in all attack moments.
In Figure 6a, the DoS attacks test is started at 00.39 pm and lasts until around 1.12 pm. In
Figure 6a, the attacks mentioned in Table 2 are evaluated as seen; the first attack is between
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00.42 pm and 12.43 pm, the second attack between 00.44 pm and 00.45 pm, the third attack
between 00.51 pm and 00.56 pm, and the last attack between 00.58 pm and 1.08 pm.

In Figure 6b, the SYN flood attacks test is started around 10.30 am and lasts until
around 11.01 am. In Figure 6b, the attacks mentioned in Table 2 are evaluated as seen; the
first attack is around 10.33 am, the second attack around 10.35 am, the third attack around
10.38 am, and the last attack around 10.55 am.

The RV approach clearly shows that the anomaly detection method has some unre-
solved issues. The test results show that the anomaly detection method is not sufficient
when the packets’ received percentage is not affected directly. As can be seen in Figure 6a,b,
the anomaly detection method needs an improvement such as not only checking the sys-
tem at one point; it also needs to check the system at multiple points for monitoring the
whole system.

Overall, the experimental results show that RV architecture is effective in runtime
verification of anomaly detection under different security attacks. This architecture has a
modular structure to integrate new attack types, anomaly detection methods and various
verification methods. For example, in the pioneer work [10], the effect of DoS attacks is
analyzed on both ROS and network traffic. Additionally, formal verification for security
attacks is presented at a conference [19]. In the literature, there is no benchmark dataset for
ROS security. This RV architecture can be used to create various benchmark datasets for
ROS middleware.

5. Discussion about Positioning the Outcomes with Robotic Security

No matter how the robotic system is deployed, there is a strong need to build systems
based on formal threat models. In recent years, security, privacy, and safety threats are
starting to be tackled coherently as systems are evolving from cyber-only or physical-
only to cyber-physical. The current state-of-the-art threat models can be classified as
attacker-centric, asset-centric, vulnerability- and threat-centric, and software-centric [37].
The applied RV method can contribute to the development of countermeasures against
various security, privacy, and safety attacks. Attacker-centric, asset-centric, vulnerability-
and threat-centric, and even software-centric threat models can be applied for identifying
the potential of the proposed method for better resilience against cyber-physical risks.

It is noteworthy that the proposed RV method improves the resilience of robotic
systems [38]. In the present paper, we focus on the following robotic security requirements:
(i) system security, privacy threat modeling, (ii) intrusion detection, and (iii) scalability,
user, and system constraints.

For the first security requirement, an architecture is needed to analyze the methods
and means of attacks and to protect any critical system data or preserve privacy. In the
present study, an architecture is proposed for RV of robotic systems’ security. This archi-
tecture consists of an attacker device, controller device, and robotic device. Unauthorized
nodes connect to the system as an attacker and ROSMonitoring verifies whether the sys-
tem is correctly catching attacks or not. With the help of this study, the methods that
can be used are analyzed and necessary warnings are given in this regard. The second
security requirement, intrusion detection, is also another important scope of the proposed
RV approach. Intrusion detection systems could use various methods for warning the
system, such as signature-based, anomaly detection-based, host-based, and network-based.
Anomaly detection methods can be considered a subfield of intrusion detection systems.

In the present study, our architecture shows that the intrusion detection method’s RV
improves the reliability of the system. The study also contributes to the third requirement,
since the robotic system can serve multiple users without any significant degradation
in performance or any unmanageable overhead. Our study uses the robotic platform
without losing generality. Each part of the architecture has been established as extensible
in this platform. For example, new robotic devices can be added to the robotic platform.
Verification devices can also monitor a newly added device and the attacker system can
also attack that device. In the present study, online performance monitoring and frequency



Machines 2023, 11, 166 12 of 14

checks aligned with RV are performed. In this architecture, the robotic platform could be
scalable by enlarging or shrinking.

Advantages: The runtime verification is selected due to the dynamic nature of anomaly
detection since it is not facing a state-explosion problem. In RV systems, there is no need to
record trace data, and the results of RV can be seen in runtime. The proposed architecture
ensures the integration of RV processes into robotic system’s security. Therefore, it reduced
both the human effort and the time required to complete the V&V process by automating
the attacks synchronized with RV system. On the other hand, the RV system and attacker
platform are located separately from the robotic platform. Therefore, each part of the
architecture is open to development individually.

Disadvantages: These experimental results showed that the anomaly detection method
is not sufficient in some attacks that especially do not directly affect the network flow.
Although it is a disadvantage in terms of anomaly detection, it validates the RV architecture.
The improvements in anomaly detection methods can be easily tested in RV architecture.
Additionally, both configurations of the anomaly detection and the RV take time and need
expertise in this area.

6. Conclusions

A runtime verification architecture is proposed and validated for anomaly detection
of robotic system’s security. The runtime verification architecture has three major entities: a
verification device, attacker device, and robotic platform. The verification system includes
ROSMonitoring for runtime verification and a data collector for collecting data from the
robotic platform. The robotic platform is set up to include the basic ROS and anomaly detec-
tion system experiments are carried out in a laboratory environment. In the experimental
study, three types of attacks such as multiple unauthorized publishing/subscribing attack,
DoS attack, and SYN flood attack are tested. The runtime verification architecture verifies
the anomaly detection method’s using attack state information. The test results showed that
the runtime verification architecture could be used for verification of anomaly detection
methods. Therefore, a runtime verification method for anomaly detection methods could
be used in such attacks. The proposed runtime verification architecture reduces both the
human effort and the time required to complete the V&V process.

In future studies, the RV architecture could be tested with different attacks in the secu-
rity attack tool. Moreover, machine learning methods can be used for anomaly detection
and these methods could be studied in RV architecture. Future attempts with different
attack types that have cascading effects on the system can be considered for RV.
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